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noKkymeHTamu. B pabore paccMaTpuBarOTCS NpPaBOBbIE OCHOBBI 3aIMThI
CEKpETHON MH(OpMALMH, a TAKXKE MMOHATUE CEKPETHBIX JOKYMEHTOB U MOPSA0K
UX OTHECEHMs K TOCYJapCTBEHHOM TauHe. llmoc ko BceMy B JTaHHOM
UCCIIeIOBaHUH QUTYPUPYIOT TaKUE TEMBI, KaK: OTBETCTBEHHOCTh 3a HapyIICHHUE
3aKOHO/IATENIbCTBA O TOCY/IaPCTBEHHOM TaiiHe, MpaBuia paboThl C CEKPETHBIMU
JOKYMEHTaMU, OpraHu3anus paboThl C CEKPETHBIMU U JOKYMEHTaMH, U MOPSJI0K

NOJIYYEHHUS U YU€Ta CEKPETHBIX JOKYMEHTOB B OTA€1€ BHYTPEHHUX €.

B pamkax wuccienoBaHus NPOBOAUTCS AaHAIW3 KakK MPABOBBIX, TaK U
3aKOHOJIATEIbHBIX AaKTOB, KOTOPBIE PEryJIUPYIOT BOIIPOCHI, CBSI3aHHBIE C
BOMNPOCAMHU T'OCYJAPCTBEHHON TaWHBI M KOHUIEHIIMAIbHON WHbOpMamu. A
TaKK€ MCCIEAYIOTCI KX Mepbl M METOAbl 3allUThl, YCTAHOBJICHHBIC
rocygapcTBoM. B 3akiioueHuu JenaeTcs BbIBOJ O BaXHOCTU OOECHECUYEHHS U
3alIUThl CEKPETHOM HWH(OpPMAIMK OT HEJETAJbHOTO I0JIh30BaHUs, YTOOBI

o0ecrneyuTh 3allUTy HE TOJIBKO FOCY1IapCTBa, HO U OOIIIECTBA B 1IEJIOM.
Kiarouesnie ciioBa

Kondunennnansnast uHpopManius, y4eT CeKpEeTHBIX JOKyMEHTOB, Y TOJIOBHBIN
koaekc PD, cekpeTHbie TIOKYMEHTHI, Tprd CEKPETHOCTH, TOCYapCTBEHHAS
TaiiHa, popmMa J10IycKa, Kiaccuukaus JOKyMEHTOB, 3aK0H Poccuiickoit

Denepanuu “O rocyrapcTBEeHHOU TaliHe”’, riepeada HHhOpMaIiu
b

BBenenue

AKTYaJIbHOCTHh  MpOeKTa  00yCIOBJI€HAa  HEOOXOIMMOCTHIO  3alTUTHI
HAIIMOHAJILHOM 0€30MacHOCTH M TOCYAapCTBEHHON TalHbBI, HeJIeTalbHbIN TOCTYII
K CEKPETHBIM CBEJCHUSIM HAHECET CePhE3HBIN yIepO MHTEepecaM Tocy1apcTBa U

IMOCTABUT 11O YI'PO3Y KHU3Hb I'PAKIAH.



IIpo6aema mpoekTa: HEUETKOE pacIpeelieHHe O0sI3aHHOCTEeH TpU padoTe ¢
CCKPETHBIMU JOKYMEHTAMH IIOBBIIIIACT PUCK yTCUCK M HAPYIICHUH peKUMa

CEKPETHOCTHU

]_Ie.ﬂl) MPOEKTA: ACTAIILHOC HCCICAOBAHHMEC W CHUCTCMATH3AlMA 00s13aHHOCTEH

COTPYJTHUKOB, yUYaCTBYIOIIUX B 000POTE CEKPETHBIX JOKYMEHTOB.

3agaum:

— OnpenenuTps NOHATHE CEKPETHBIX JOKYMEHTOB U ITOPSIIOK UX OTHECEHUS K
roCyAapCTBEHHOU TailHE

— VY3Hath 0053aHHOCTH COTPYJHUKOB TIpu pa3pabOTKe CEKETHBIX
JOKYMEHTOB

— Ilpoananu3upoBaTh mnpaBuiia pabOThl C CEKPETHBIMU JIOKYMEHTaMH,
00ecTeunBaroIIfe uX COXPaHHOCTh

— PaccMoTpeTrh opranu3aiuio XpaHeHHs CEKPETHBIX JOKYMEHTOB U IOCTYIIA

K HUM

I'umore3a: 4€rkoe pacmpezeneHue oOsA3aHHOCTEH MO pPabdoTe C CEKPETHOM
JOKYMEHTAIMEe CO31aeT MHOTOYPOBHEBYIO 3allIUTY, T/I€ KKl OTBEUAeT 3a

CBOM Y4YacTOK.

MeTtoa: c6op u aHau3 uHGOpMaLMK, CUCTEMATU3AIUS U TIEPEBOJI UX B

AHTJIMACKUH SI3BIK
1 IIpaBoBBIC OCHOBHI 3aIIMThI CEKPETHON MH(DOPMAILIUH

1.1 IToHATHE CEKPETHBIX JOKYMEHTOB U MOPSAIOK UX OTHECEHHUS K

rOCyJIapCTBEHHOM TalHE.

CekpeTHbIE JOKYMEHTHI - 3TO JIOKYMEHTBI, SBJISIIOLIAECS HOCUTENISIMU CBEICHUM,
COCTABJISIIONIUX TOCYJAAPCTBEHHYIO TalHy, UMEIomue Tpud CEKPEeTHOCTH,

COOTBETCTBYIOIIUM CTENEHU CEKPETHOCTH COJAECPKAIIMXCA B HHUX CBEICHHMU.



[Ipuuem, cekpeTHble JOKYMEHThl MOryT ObITh ¢ Tpudom “CekpeTHo”,

“CogepItieHHO ceKkpeTHO”, “Oco00il BaXKHOCTH .

OTHeceHME CBEIECHUM K TOCYIApPCTBEHHOM TaillHE OCYIIECTBIISIETCS B
COOTBETCTBHH C [IepeuHem cBeIeHnI, COCTABIISIIOMINX FOCYJaPCTBEHHYIO TallHY,
ONpPENECIAEMbIM  HACTOSIIMM  3aKOHOM, PYKOBOAUTEISIMU OpraHoOB
rOCy1apCTBEHHOW BJIACTH B COOTBETCTBUU C llepedyHeM OIKHOCTHBIX JIMII,
HAJICJICHHBIX TOJHOMOYMSIMH MO OTHECEHHIO CBEACHHM K TOCYIapCTBEHHOM
TaiiHe, yTtBepxkaaembiM IIpesunentom Poccuiickoin ®denepannu. YkKazaHHbIE
JIAIIA HECYT NEPCOHAJIBbHYK) OTBETCTBEHHOCTH 34 IPUHSTHIE UMU PELICHUS O
IIEJI€CO00PA3HOCTH OTHECEHUsT KOHKPETHBIX CBEJEHUN K TOCYJIapCTBEHHOMN
TaiiHe. {15 ocyiecTBiIeHUs €IMHOW TOCYJNAapCTBEHHOM MOJMUTHKU B OOJACTH
3aCEKpPEYMBAHUS  CBEACHUM MEXBEIOMCTBEHHAs KOMMCCHUS IO  3allUTE
rocyJlapCTBEHHOM  TaWHbl  (QopMuUpyeT 10  MPEJIOKECHHUSIM  OpPraHOB
FOCYJJApCTBEHHOM BJIIACTM W B COOTBETCTBUMU C llepeynem cBeneHUM,
COCTAaBJISIFOIIMX TOCYJAapCTBEHHYIO TalHy, l[lepeueHb cBeIeHU, OTHECEHHBIX K
rocyrapctBeHHon TaiiHe. B arom  IlepeuHe  yka3pIBalOTCA  Oprasl
rOCyJapCTBEHHOW BJIACTH, HAJECISAEMBbIE IOJHOMOYHUSIMU MO PACHOPSIKEHUIO

JaHHBIMH CBCICHUAMM.

2 OO053aHHOCTU COTPYAHUKOB MPHU pa3pabOTKE CEKPETHBIX JOKYMEHTOB
2.1 IIpaBuia pabOTHI C CEKPETHBIMH JJOKYMEHTaMHU

3anuTa rocy1apCcTBEHHON TaliHbI, BO BCE BpEMEHA, UTPAET BEAYILYIO POJIb JJIS
pa3BuTHs  gesonpou3BoiactBa B Poccum.  Ilommepxkanue — 3aliUThI
rOCYJIapCTBEHHON TalHbI OBUIO TJIABHOW IIEJbIO, OMpENEISIonias HE TOJbKO

CTaOMIILHOCTh M O€3011aCHOCTD CTpaHbI, HO TAKKC U 6JIaI“OHOJIy‘-1H6 Ir'paxiaaH.

[IpaBuna paboOTBI € CEKPETHHIMU JOKYMEHTAMHU COJIEPXKATCS B 3aKOHE

Poccuiickoit denepanun ot 21.07.1993 No5485-1 (pen. ot 26.07.2017) “O



rOCyJIapCTBEHHOM TaliHE” W JPYrMX HOPMAaTHUBHO-IIPABOBBIX aKTax. OCHOBHBIE

’Ke IpaBUJIa BKJIIOYAIOT B €05 ClIeAyIOLIee:
1. Hocryn

[IpeacraBnsier coboii crnenuanbHOE paszpeiieHue aisid (U3HUYEeCKUX U
IOPUIUYECKUX JIHI], TMO3BOJISIIOLIEE JOMYCK K HHGOpMAaIMU, KOTOpas
3alllMIIEHa OXPaHsIeMbIM PeKUMOM aoctyna. Ho noctyn npenocrasisiercs
HE BCEM, a JIMIIb TE€M JMIAaM, HUMEIOIUM O(OPMIIEHHBIA MOMYCK K
CEKPETHBIM CBEJCHUSIM U CIIYKEOHYI0 HE0OXOAUMOCTh. {7151 TOro, 4T0ObI
MOJYYUTh TOCTYI K CEKpETHOW MH(pOpMAIUU, HY>KHO MOJIYUYUTh OJIHY U3

cnenyromux GopM JOMycKa:

nepBasi hopma - I rpaxiaaH, JOMYCKaeMbIX K CBEACHUAM 0CO00M Ba)KHOCTH,
BTOpas ¢opma - Uil TpaxiaaH, JOMYCKAEMBIX K COBEPIIEHHO CEKPETHBIM
CBEIICHUSIM; TpeThsi (opMa - I TpakaaH, JONMYCKAEMBIX K CEKPETHBIM
CBEJICHUSIM.

Homyck odopmisiercss mo mecte paboThl (Ciry»O0bl, yueOwl). PykoBomurens
OpraHU3allMid MOXKET BO3JIOKHUTh MPABO TMPUHATHUS PEIICHUS O JOIyCKe
rpakKJaHWHA K TOCYJapCTBEHHOW TailHE Ha JOHKHOCTHOE JIMIIO OpPTaHMU3alIuH,
UMEIOIIee MOTHOMOYHS M0 3aKIIOYEHHUIO C Tpa)xaaHaMu TPYIOBBIX TOTOBOPOB
(KOHTPAKTOB) M JIONYILIEHHOE K TOCYJapCTBEHHOW TaiiHe 1Mo (opMe HE HUXKE
dbopMBl  OMyCKa JOMYCKAaeMOro rpaxiaHuHA (3aMEeCTUTEIsl PYKOBOJMTENS,
PYKOBOJIUTENSL TEPPUTOPHUATILHO 000COOIEHHOTIO NMOAPA3IeTIECHUsl OpraHU3allii,
10 MECTY PACIIOJI0KEHHSI KOTOPOTO OCYIIECTBISAIOTCS pAOOTHI C MCIIOIb30BAHUEM
CBEJICHUH, COCTABJISIONINX FOCYIApCTBEHHYIO TailHYy, U T.II.)

2. 3ammura

Hy>kHO mpensaTcTBOBaTh HENETATBHBIN JOCTYI U YTEUKY WH(OPMAITIH, BKITFOYAsI
T€ CUTYyalluH, KOT/1a UCTIOJIb3YIOTCS JIEKTPOHHBIE CPEACTBA CBSI3U. Tak, B YKaze
[Ipesunenta Poccuiickoit ®enepauun ot 17.03.2008 Ne351 (pen. ot

22.05.2015), roBopuTCsi O TOM, YTO:



e TONKIIOYEHHWE WHPOPMAIIMOHHBIX CHUCTEM, HH(POPMAIMOHHO-
TEJICKOMMYHHUKAIIMOHHBIX CETeH H CPEICTB BBIYMCIHTEIHLHON
TEXHUKH, TPUMECHIEMBIX I XpaHCHHS, 00pa0OTKU WK TIepe1adn
uHbopMaIy, coJiepKaIien CBE/ICHMA, COCTaBJISIONIHNE
roCyJapCTBEHHYIO TaiiHy, Ju00 wuHpopManuu, oOJagaTesIMu
KOTOPO¥ SIBJISIOTCS TOCYJapCTBEHHBIE OpTaHbl U KOTOPAsk COJEPIKUT
CBEJICHUS, COCTABIISIONINE CIIYKEOHYIO TalHy, K HHGOPMAaIIMOHHO-
TEJICKOMMYHHUKAIIMOHHBIM CETSM, TO3BOJISIIOIIUM OCYIIECTBIIATh
nepenady WHGOpMAIMU  dYepe3 TOCYNapCTBEHHYIO TPaHHUILY
Poccwmiickoit Penepanuy, B TOM YHUCIE€ K MEKIYHAPOIHON

KOMIbIOTEpHOU ceTH "MHTepHeT", HE qJomycKaeTcs;

3. Yuer

DTO BaXKHBIN MPOIECC, KOTOPHIN 00ECIIEUUBAET 3aIUTY UHPOPMAIIUU, UMEIOIEH
0CcOOyI0 IIEHHOCTbh [IJIi TOCYJapCTBa, OpraHU3alMi U OTACNbHBIX JIUII.
CekpeTHbIEC TOKYMEHTBI MOTYT COJIEPKaTh JaHHBIC, KaCArOIINeCs HAaIlMOHATbHON
0€e301acHOCTH, KOMMEpPYECKOM TalHbl, JWYHOM HHPOpMAUUU U JPYTUX
YYBCTBUTEIBHBIX CBEICHUNA. DPHEKTUBHBIN yUET TAKUX JIOKYMEHTOB MTO3BOJISIET
MUHHUMH3UPOBATh PUCKU YTEUKH WH(POPMAITUU U 00ECTICUNUTh €€ COXPAHHOCTb.
Bce cekpeTHble TOKYMEHTHI TOJDKHBI OBITh 3aPETHUCTPUPOBAHBI B CIEITUATEHOM

peecTpe. YueT BKIIOYaeT B ceOs:
-IIpucBoeHUE YHUKAIBHBIX HOMEPOB JOKYMEHTaM

-Benenue xypHana ydera, B KOTOpOM (UKCUPYETCS jJaTa CO3JaHus, aBTOD,

COACPIKAHUEC U MCCTO XPAaHCHUA JOKYMCHTA U CTCIICHb CCKPCTHOCTH

-AKTBI " HaKJIaIHBIC. HpI/I BbIAA4C W BO3BpPATC JOKYMCHTOB COCTABJIAKOTCA
CIICHUAJIBHBIC aKThI, KOTOPBIC ITIOAIINCBIBAOTCA obenmu CTOPOHAMHU (BBII[&IOHII/IM

U TIOJTYYAIOIIIM)

4. Knaccudukarusi JOKyMEHTOB



Knaccuduxanus CeKpeTHbIX JTOKYMEHTOB IMPU UX YYETEe SBISETCS BaKHBIM
acriekToM  oOecrnieueHusi MHOOPMALMOHHOW  0€30MacHOCTH U 3alUTHI
rocyJapcTBeHHOUN TalHbl. [IpaBmibHast kiraccudukanus MO3BOJISET HE TOJIBKO
opraHu3oBath d(PPEKTUBHBINA yUET JOKYMEHTOB, HO 1 MUHUMHU3UPOBATH PUCKHU
yTeUYKH KOH(puAeHIHaIbHOW HH(pOpMaIMu. B pa3HbIX CTpaHax CYIIECTBYIOT
CBOM MpaBWJa M CTAHIAPTHI KiIacCU(PHUKAIIMK, HO OOLIUMN MPUHIIMII BCE PABHO
cxox. Hampumep, B Poccum, ximaccudpukamus CEKpeTHBIX JOKYMEHTOB
ocyuiecTBisieTcs Ha ocHoBaHMM DenepanbHOro 3akoHa “O rocylapCTBEHHOMN

TaiiHe” U MOPA3EIACTCS Ha:

e 0CcO0OM BaXHOCTH: K CBEJEHUAM OCO0OW BXKHOCTU CIIEYyEeT OTHOCHUTH
CBeJIeHUsl B 00JaCTU BOCHHOM, BHEIIHEMOJUTUYECKOM, SIKOHOMUYECKOM,
HAay4YHO-TEXHUYECKOU, pa3BEIbIBATEIbHOM, KOHTPPA3BEABIBATEIIBHON U
OIEPATUBHO-PO3BICKHOM  JIESTENBHOCTH, PACHPOCTPAHEHUE KOTOPBIX
MOKET HaHECTH yiiep0 nunrepecam Poccuiickoit deaepaiuy B 0JJHON WIH
HECKOJIBKUX U3 MEPEUUCICHHBIX 00JIaCTEeH.

e COBEPUICHHO CEKPETHBIE: K COBEPLIEHHO CEKPETHBIM CBEICHUSIM CIIEIYET
OTHOCUTh CBEACHUS B O0JacTH BOCHHOW, BHEIIHETIOJUTHYCCKOM,
3KOHOMUYECKOM, HAaY4YHO-T€XHUYECKOM, pa3BeIbIBATEIILHOM,
KOHTPPA3BEABIBATEIILHOM W ONEPATUBHO-PO3BICKHOM  JIESITEIIBHOCTH,
pacmpocTpaHEHHE KOTOPhIX MOXKET HaHEeCTH yIIiepOd HHTepecaM
MUHUCTEpPCTBA (BEJIOMCTBA) WJIM OTpaciu SKOHOMHUKH Poccuiickoit
®denepaliiy B OJHOM MM HECKOJIBKUX U3 MEPEUUCICHHBIX 001acTei

e CEKpPETHBbIC: K CEKPETHBIM CBEJICHUAM CIIEAYET OTHOCUTH BCE WHBIE
CBEJICHHUS U3 YHCJIa CBEJICHUM,

e COCTaBJISIIONIMX TOCYAapCTBEHHYIO TalHy. Yiiepoom 0e30macHOCTH
Poccuiickoii @enepanyiv B 3TOM cilyyae cuuTaercsl yuepO, HaHeCEHHbIN
UHTEpECAM NPEANPUITUS, YUPEKICHUS WIM OPraHU3alUd B BOEHHOM,
BHEIIHCIOJIUTUYECKOM, SKOHOMHYECKOM, HAYYHO-TEXHUYECKOU,
pa3BebIBATEIIBHOM,  KOHTPPA3BEABIBATCIIBHOM WM ONEPATUBHO-
PO3BICKHOM 00J1aCTH JIEATeIbHOCTH
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2.2 OpraHun3anys XpaHEeHHs CEKPETHBIX JOKYMEHTOB U JOCTyNa K HUM

[Tonyyenne BO3MOXKHOCTHU JOCTYIMA K CEKPETHBIM JOKYMEHTaM BCErja MMENO
atMocepy  TaiiHel W cekperHoctH. CekperHas  uHdopMauus -
OCHOBOIIOJIararo U BJIEMEHT roCy/1apCTBEHHOM 0€30I1acHOCTH,
HSKOHOMHMYECKOr0 JUAEPCTBA U JUILIOMATHUYECKOW CHIIBI JIFOOOrO roCy/1apCcTBa.
[IpaBusia, KoTOpbIe conaep:Kar HHGOpPMALMIO O TOM, KTO JIOMYCKAaeTcs K
3HAKOMCTBY C TAKUMHU MaTepHUaliaMu, pa3padaThIBAIOTCS OY€Hb BHUMATEIHHO, a
3a MX HAapyLIEHHWE HaKa3bIBAIOT MO Bced crporoctu. llomydyeHue pocrtymna K
JOKYMEHTaM,  COJEpXallUM  TOCYJIapCTBEHHYIO  TallHy -  CJIOXHasd,
MHOTOYpOBHEBasi MpoIlleaypa, KoTopas TpeOyer HE TOJBKO HaTU4Hs
COOTBETCTBYIOILIETO pa3pellIeHusl, HO TaKke U 00OCHOBAaHHOW HEOOXOIUMOCTH.
Kaxnpiit pa3, korja Juiio mojib3yercss KoHpuAeHIManbHOU nHopmaluei, ero

NeUCTBUS (PUKCUPYIOTCS U HAXOASATCS MOJI BHUMATEIbHBIM HAOIIOEHUEM.

VYTeuka CeKpeTHbIX JOKYMEHTOB MPEJCTABISET COO0N CEepbe3HbIE MOCIEACTBUS
JUIsL BCeW CTpaHbl. OTO MOXET NPHUBECTH K HECTAOWUIIBHOCTH, YXYIIIUTh
MEXTyHAPOIHbIE CBSI3U U CHU3UTh KOHKYPEHTOCIIOCOOHOCTh. IMEHHO TTO3TOMY
3amuTa KoH(pUaeHIIMaIbHOU HH(POPMAITUU SIBJISIETCS CaMOU TJIaBHOM LIEJIbIO IS

KaXXJIOM CTPaHBL.

XpaHEHHE CEKPETHBIX JOKYMEHTOB TAKKE UTPAET BAXKHYIO POJb, BEAb OT 3TOrO
3aBUCUT MX COXPAaHHOCTh U Oe3omacHOCTh. CyHIECTBYIOT HEKOTOpPbIE
OCOOEHHOCTM M TNpaBWIa MPABWIBHOIO XpaHEHUs KOH(MUIEHIHATIBbHON

uH(popmanuu.



IIpexne Bcero, moMemieHUEe, B KOTOPOM XPaHATCS CEKPETHBIE JOKYMEHTHI,
JOJKHO HAXOAUTHCS HE HA IEPBOM M HE Ha MOCIEAHEM ATaxKe, YTOObI N30€kKaTh
IIPOTUBOIIPABHOI'O IIPOHUKHOBEHHUs BHYTPb. [IoMUMO 3TOro0, Takne noMeneHus
HE€ JIOJDKHBI HMMETh BEHTWISALMU, COOTBETCTBOBAaTH HOPMaM IOXKapHOMU
0e30macHOCTM M OBITh TrapaHTHpPOBaHBI OT 3aToluieHus. Bxox cTporo
OTPAHUYMBAETCS, KPOME PYKOBOAUTENSI U COTPYJAHUKOB, KOTOPBIE HMEIOT
MOJIHBIN JIOCTYI K TaKUM JIOKYMEHTaM, OOJIbIlle HUKTO HE MOXKET BXOAUTh. Ha
OKHaX JOJDKHBI HaXOAUTHCS HAJIEKHBIE CPEJICTBA 3allUTHI, 4 TAKXKE KaJIIO3U,
YTOOBI CO CTOPOHBI YJHUIBI COJIEPKUMOE JOKYMEHTOB He ObuUlo BHUAHO. Ha

BXOI[HOfI ABCPH JOJIKCH MMETHCA MCTAJIJI U HAZIC)KHBIC 3aMKH.

KonpuaenuuanbHaple JOKyMEHTHI B IOMEIIEHUSAX JTOJKHBI XpaHUThHCSA B ceidax,
METAIMYECKUX MIKadax WM METAUIMYECKUX CTella)kaX, KOTOpbIe IO
OKOHYaHUM paboyero MAHs 3aluparoTcs M ONEYaThIBAIOTCS COTPYIHUKAMHU,
OTBETCTBEHHBIMU 34 YYE€T W XPaHEHHWE JIOKYMEHTOB. XPAaHEHHE OTKPBITHIX
JIOKYMEHTOB BMECTE C KOH(PUAECHIMAIbHBIMU JIOMYCKAETCA TOJBKO B CIydasXx,

KOTJla OHH ABJAIOTCA TPUIIOKCHUAMU K KOH(i)I/II[eHHI/IaJII)HI)IM AOKYMCHTAaM.

Takxe B IIOMCIICHN HGO6XO}II/IMO HMCTb CUTHAJIM3allUIo, IIpHU Cpa6aTBIBaHI/II/I

KOTOpPOM Ha MECTO MPUOYIET OXpaHa.

SAK/IIOYEHUE
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B 3akiroueHue mpoBEIEHHOr0 HCCIENOBAaHUS HEOOXOAMMO IMOAYEPKHYTh, YTO
COOJIIOJIEHNE YCTAHOBJIIEHHBIX OOSI3aHHOCTEN COTPYJAHHMKaMHU IpU pa3padoTKe,
MOJIy4YeHUH, paboTe€ M XPAaHEHUU CEKPETHBIX JOKYMEHTOB  SIBISIETCS
KpacyrojbHbIM KaMHEM OOeCrleueHUs] TOCylapCTBEHHOW O€30MacHOCTH U
3alUThl KOH(UIeHMaIbHONH HHpopManuu. OTCTyIUIEHHE OT JaHHBIX HOPM

HEJI0MyCTUMO.

DddexTrBHOE BHITIOTHEHNE 003aHHOCTEH COTPYAHUKAMH OPTaHOB BHYTPEHHUX
7IeN, UMCIOIIMMH JIOCTYN K CEKPETHOW HHQOpMAIlMW, HANPSIMYIO BIUSET Ha
MPEIOTBPAILCHUE YTECUCK, HECAHKIMOHUPOBAHHOTO JOCTYyIla U HMHBIX YIrPO3.
KommiekcHbI MOAX0/, BKIIOYAIOMIUA B ce0S YETKOE perjaMEeHTHPOBAHHUE
poIeayp, PEryJIIpHOEe OOydEeHHE IepcoHana M CTPOTHM KOHTPOJIb, SIBIISETCS
HEOOXOJUMBIM YCJIOBHEM [IJI1 TOJJEPkKaHWUS BBICOKOIO YPOBHS 3allUTHI

CEKPETHBIX CBEICHUM.

B kxoHeuHOM cdeTe, 3amuTa rocyAapCTBEHHOW TallHbI U KOH(MHICHIIUATbHOU
uH(pOMAIIMK 3aBUCHT OT CO3HATEIBHOCTH W OTBETCTBEHHOCTH KaXKJIOTO
COTPY/JIHHKA, JOIMYIIEHHOTO K PaboTe ¢ CEKpEeTHBIMU JOKyMeHTaMH. Henb3s
HEIO0OLIEHUBATh BAXKHOCTDH JUYHON JUCIUILUIMHBI ¥ MOHUMAHHUS IIOCIEICTBUIN, K
KOTOPBIM MOKET MPUBECTH JIAKE HE3HAYUTEILHOE HAPYIICHUE YCTAHOBJICHHBIX
IpaBuUJI.
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Annotation

The topic of the research is devoted to the duties of employees of the internal
affairs when receiving, developing, storing, and working with classified
documents. The work examines the legal basis for protecting classified
information, as well as the concept of classified documents and the procedure for
classifying them as state secrets. In addition, this study includes such topics as:
liability for violating the legislation on state secrets, rules for working with
classified documents, organizing work with classified documents, and the
procedure for receiving and recording classified documents in the Department of
Internal Affairs.

The study analyzes both legal and legislative acts that regulate issues related to
state secrets and confidential information. And also examines their measures and
methods of protection established by the state. In conclusion, a conclusion is
made about the importance of ensuring and protecting classified information from
illegal use in order to ensure the protection of not only the state, but also society
as a whole.
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Introduction

The relevance of the project is due to the need to protect national security and
state secrets; unauthorized access to classified information will cause serious
damage to the interests of the state and threaten the lives of citizens.

Project problem: unclear distribution of responsibilities when working with
classified documents increases the risk of leaks and breaches of confidentiality

Project goal: a detailed study and systematization of the responsibilities of
employees involved in the circulation of classified documents.

Tasks:

— Define the concept of secret documents and the procedure for classifying
them as state secrets

— Learn the responsibilities of employees when developing confidential
documents

— Analyze the rules for working with classified documents to ensure their
safety

— Consider the organization of storage of classified documents and access to
them
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Hypothesis: a clear distribution of responsibilities when working with
classified documentation creates a multi-level security system, where each
employee is responsible for the safety of information within the scope of
their competence

Method: collection and analysis of information, systematization and
translation into English

1 Legal basis for the protection of classified information

1 1 The concept of secret documents and the procedure for classifying them as
state secrets.

Secret documents are documents that contain information constituting a state
secret and have a secrecy classification corresponding to the level of secrecy of
the information contained in them. Moreover, secret documents can be classified
as “Secret”, “Top Secret”, “Of Special Importance”.

The assignment of information to a state secret is carried out in accordance with
the List of information constituting a state secret, determined by this Law, by the
heads of state authorities in accordance with the List of officials authorized to
classify information as a state secret, approved by the President of the Russian
Federation. These persons are personally responsible for their decisions on the
expediency of classifying specific information as a state secret. In order to
iImplement a unified state policy in the field of information secrecy, the
interdepartmental commission for the protection of state secrets forms a List of
information classified as a state secret on the proposals of state authorities and in
accordance with the List of Information constituting a State secret. This List
indicates the state authorities authorized to dispose of this information. The
specified List is approved by the President of the Russian Federation, is subject
to public publication and is reviewed as necessary.
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2 Responsibilities of employees when developing classified documents
2.1 Rules for working with classified documents

The protection of state secrets has always played a leading role in the
development of office management in Russia. Maintaining the protection of state
secrets was the main goal, determining not only the stability and security of the
country, but also the well-being of citizens.

The rules for working with classified documents are contained in the Law of the
Russian Federation dated 07/21/1993 No. 5485-1 (as amended on 07/26/2017)
“On State Secrets” and other regulatory legal acts. The basic rules include the
following:

1. Access

It is a special permit for individuals and legal entities that allows access to
information that is protected by a protected access mode. But access is not
provided to everyone, but only to those persons who have a security clearance
and official necessity. In order to gain access to classified information, you need
to obtain one of the following forms of access:

The first form is for citizens who are allowed access to information of special
importance.; The second form is for citizens who are allowed access to top secret
information.; The third form is for citizens who are allowed to access classified
information.

Admission is issued at the place of work (service, study). The head of the
organization may assign the right to make a decision on the admission of a citizen
to state secrets to an official of the organization who has the authority to conclude
employment contracts (contracts) with citizens and is admitted to state secrets in
a form not lower than the form of admission of an admitted citizen (deputy head,
head of a geographically separate subdivision of the organization, at the location
of which work is carried out using information constituting a state secret, etc.)

2. Protection
17



Illegal access and leakage of information, including those situations where
electronic means of communication are used, must be prevented.

So, in the Decree of the President of the Russian Federation dated
03/17/2008 No. 351 (as amended on 05/22/2015), it says that:

e connection of information systems, information and telecommunication
networks and computer equipment used for storing, processing or
transmitting information containing information constituting a state
secret, or information owned by government agencies and containing
information constituting an official secret, to information and
telecommunication networks that allow the implementation of the
transfer of information across the state border of the Russian
Federation, including to the international computer network "Internet”,
is not allowed.;

. Accounting

This is an important process that ensures the protection of information of
particular value to the State, organizations and individuals. Classified
documents may contain information related to national security, trade
secrets, personal information, and other sensitive information. Effective
accounting of such documents makes it possible to minimize the risks of
information leakage and ensure its safety. All classified documents must
be registered in a special registry. Accounting includes:

-Assigning unique numbers to documents

-Maintaining an accounting journal, which records the date of creation, the
author, the content and place of storage of the document and the degree of
secrecy.

-Certificates and invoices. When issuing and returning documents, special
acts are drawn up, which are signed by both parties (issuing and receiving)
4. Classification of documents

The classification of classified documents in their accounting is an
important aspect of ensuring information security and protection state
secrets. Proper classification allows not only to organize effective
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accounting of documents, but also to minimize the risks of leakage of
confidential information. Different countries have their own rules and
classification standards, but the general principle is still similar. For
example, in Russia, classification of classified documents is carried out on
the basis of the Federal Law “On State Secrets” and is divided into:

- of particular importance: information of particular importance should
include information in the field of military, foreign policy, economic,
scientific, technical, intelligence, counterintelligence and operational
search activities, the dissemination of which may harm the interests of
the Russian Federation in one or more of these areas.

- Top secret: top secret information should include information in the
field of military, foreign policy, economic, scientific and technical,
intelligence, counterintelligence and operational search activities,
intelligence, counterintelligence, or operational-investigative field of
activity

2.2 Organization of storage of classified documents and access to them

Getting access to classified documents has always had an atmosphere of secrecy
and secrecy. Classified information is a fundamental element of state security,
economic leadership and diplomatic strength of any State. The rules that contain
information about who is allowed to get acquainted with such materials are
developed very carefully, and their violation is severely punished. Obtaining
access to documents containing state secrets is a complex, multi-level procedure
that requires not only the appropriate permission, but also a reasonable need.
Every time a person uses confidential information, his actions are recorded and
closely monitored.

Access to classified information constituting a state secret is carried out on the
basis of the Law of the Russian Federation dated 07/21/1993 No. 5485-1 (as
amended on 07/26/2017) “On State Secrets, which contains article 25, which
informs that:

19



e The organization of access of an official or citizen to information
constituting a state secret is entrusted to the head of the relevant state
authority, enterprise, institution or organization, as well as to their
structural divisions for the protection of state secrets. The procedure for
access of an official or citizen to information constituting a state secret is
established by regulatory documents approved by the Government of the
Russian Federation.

e The heads of state authorities, enterprises, institutions and organizations
are personally responsible for creating conditions under which an official
or citizen gets acquainted only with the information constituting a state
secret, and in such volumes as are necessary for him to perform his official
(functional) duties.

The leak of classified documents has serious consequences for the entire country.
This can lead to instability, worsen international relations and reduce
competitiveness. That is why the protection of confidential information is the
most important goal for every country. The storage of secret documents also plays
an important role, because their safety and security depend on it. There are some

features and rules for the proper storage of confidential information.

First of all, the room where secret documents are stored should not be on the first

or last floor in order to avoid illegal entry. In addition, such premises must not
have ventilation, comply with fire safety standards and be guaranteed against
flooding. Entry is strictly limited, except for the head and employees who have
full access to such documents, no one else can enter. There should be reliable
protective equipment on the windows, as well as blinds, so that the contents of
the documents cannot be seen from the street. The front door must have metal
and secure locks.

Confidential documents in the premises should be stored in safes, metal cabinets
or metal shelving, which at the end of the working day are locked and sealed by
employees responsible for accounting and storing documents. Storing open
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documents together with confidential ones is allowed only in cases when they are
appendices to confidential documents.

It is also necessary to have an alarm system in the room, when triggered, a guard
will arrive at the place.

CONCLUSION

In conclusion of the conducted research, it is necessary to emphasize that
compliance with established duties by employees in the development, receipt,
work and storage of secret documents is a cornerstone of ensuring state security
and protecting confidential information. Deviation from these norms is
unacceptable.

Effective performance of duties by law enforcement officers with access to
classified information directly affects the prevention of leaks, unauthorized
access and other threats. An integrated approach, including clear regulation of
procedures, regular staff training and strict control, is a prerequisite for
maintaining a high level of security of classified information.

Ultimately, the protection of state secrets and confidential information depends
on the awareness and responsibility of each employee who is allowed to work
with classified documents. The importance of personal discipline and
understanding the consequences that even a minor violation of established rules
can lead to should not be underestimated.
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